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ABSTRACT

This study discusses the legal issue of consumer protection against misinformation in electronic 
products sold online, based on prevailing laws and regulations in Indonesia. E-commerce has 
transformed transaction and shopping behaviors by increasing accessibility; however, it also 
brings risks such as product discrepancies, price manipulation, and incomplete or misleading 
information. Using a juridical-normative method, this research analyzes legal frameworks, 
including the Consumer Protection Act (Law No. 8 of 1999), and examines how Khiyar rights 
from Islamic contract law can offer additional safeguards. Data is supported by literature analysis 
and doctrinal legal review. The findings highlight a legal gap in handling complaints, especially 
regarding the enforcement of return policies and seller accountability. The study suggests the 
need for strengthened regulatory mechanisms and clearer implementation of legal protections to 
enhance consumer trust and fairness in the digital marketplace.
Keywords: misinformation, consumer protection, online shopping, right to Khiyar

INTRODUCTION 

 The rapid development of technology has affected various aspects of people’s lives, including 
the business world. Technology in the business world is used to conduct trade transactions that 
are easily accessible to the public. This is known as electronic commerce or e-commerce. The 
e-commerce industry in Indonesia is developing quite well (Budhi Setiyo, 2016).1 Based on 
data from the Indonesian Internet Service Providers Association (A.P.J.I.I.), 62% of consumers 
in Indonesia have purchased electronic products online. E-commerce makes transactions 
more accessible for business people and consumers, who now find shopping easier through 
social media than offline shopping. However, this shift often neglects consumer protection 
principles, resulting in consumer dissatisfaction. Although consumers exercise their right to 
choose products, their choices are largely influenced by the information provided by sellers 
or producers. Therefore, research is needed to examine the pattern of misinformation within 
e-commerce systems, which indicates violations of consumer rights. This is closely related to 

1Setiyo, G. Budhi. “Analisis Sistem E-Commerce pada Perusahaan Jual Beli Online Lazada Indonesia.” Jurnal Ilmu 
Ekonomi, vol. 1, no. 2, 2016.
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the right of khiyar, a concept in Islamic contract law, which grants the buyer the right to accept 
or reject a transaction based on the accuracy of the information about the product being offered.

Various studies have discussed consumer protection in online shopping and inaccurate 
product information, but few have elaborated on both with the use of the right of Khiyar. Several 
studies highlight the challenges consumers encounter in obtaining accurate information about 
the electronic products they purchase. The results of studies show that many online merchants 
still need to be more transparent in providing product information, ultimately harming 
consumers.2 Enforcing consumer protection regulations is the right step to realise transaction 
justice.3 In these studies, misinformation is considered a form of non-transparency of products 
sold by buyers. Misinformation is stated as a form of violation of consumer rights. No study 
explicitly states that when consumers have used the Right of Khiyar in choosing the products 
they buy, consumers still have the right to protection of the information that is the basis for 
the use of their Right of Khiyar. Therefore, this study seeks to fill this gap by exploring the 
misinformation that occurs when fulfilling the consumer rights of khiyar in e-commerce.

This study will examine the legal issue of misinformation between traders and consumers in 
the context of online shopping for electronic products. In this context, misinformation includes 
discrepancies in product descriptions, price manipulation, and the delivery of inaccurate or 
misleading information that can influence consumer decisions. Legally, this issue falls under 
the scope of consumer protection as regulated in Law No. 8 of 1999 on Consumer Protection, 
which mandates that consumers have the right to correct, clear, and honest information about 
the goods and/or services they receive (Article 4 letter c). However, in practice, the enforcement 
of these rights in online transactions remains unclear and often ineffective, especially when 
consumers receive products that do not match their descriptions or when return policies are 
vague. This study will explore the mechanisms of misinformation, the application of the 
Khiyar right (Islamic contract law principle allowing buyers to cancel a transaction under 
certain conditions), and the normative concept of consumer protection under Indonesian 
law. By addressing these three aspects, this research aims to assess whether existing legal 
frameworks adequately protect consumers and to identify regulatory gaps that may affect 
consumer trust in online markets. Understanding the legal dynamics of misinformation in 
e-commerce is expected to contribute to policy recommendations that enhance transparency 
and accountability in the digital economy.

This study is based on the argument that consumer protection and the Right to Dispute 
are two crucial components in understanding the dynamics of misinformation in online 
transactions of electronic products, and their impacts are essential for seeing consumer trust 
and the integrity of the online market. Misinformation in online shopping occurs due to the 
lack of strict regulations, transparency of product information from traders, and low consumer 
digital literacy. These factors cause consumer dissatisfaction and distrust of online transactions. 
Therefore, implementing mutual pacts between traders and consumers and increasing regulation 
and digital literacy are considered potential solutions to overcome this problem.

METHOD 

This study uses a normative juridical method, which examines legal principles, statutory 
regulations, and doctrines related to consumer protection in cases of misinformation in online 

2 Y. L. Fista, Aris Machmud, dan Suartini, “Perlindungan Hukum Konsumen Dalam Transaksi E-commerce Ditinjau dari 
Perspektif Undang-Undang Perlindungan Konsumen,” Binamulia Hukum 12, no. 1 (2023): 177–189.

3Utomo, H., and E. L. Fakhriah. “Efektifitas Undang-Undang Perlindungan Konsumen No 8 Tahun 1999 dalam memberi-
kan perlindungan hukum yang berkeadilan bagi konsumen properti.” Iustitia Omnibus: Jurnal Ilmu Hukum 2.2 (2021): 10–18.
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shopping.4 The normative juridical approach is appropriate because the study aims to analyze 
how existing legal provisions such as Law No. 8 of 1999 on Consumer Protection, Government 
Regulation No. 80 of 2019 on Trading Through Electronic Systems (PMSE), and relevant 
Islamic legal principles such as Khiyar rights are applied or should be applied in addressing 
consumer misinformation in e-commerce transactions.5 Legal materials were obtained through 
a literature study, including primary legal sources (laws and regulations), secondary legal 
materials (books, journal articles, and expert opinions), and tertiary materials (legal dictionaries 
and encyclopedias). In addition to analyzing legal texts, this study also integrates a conceptual 
and comparative approach to examine the alignment and adequacy of current regulations in 
protecting consumer rights in the digital marketplace. Through doctrinal analysis, this research 
seeks to provide normative legal arguments and identify gaps or ambiguities in current legal 
frameworks that may hinder effective consumer protection.

ANALYSIS AND DISCUSSION 

Misinformation During Online Transactions

Types of online product discrepancies when arriving refer to several problems that cause 
consumers inconvenience and discomfort when shopping online. Often, consumers need to get 
the goods that are photographed and the goods directly. This discrepancy includes differences 
between product photos and goods received and discrepancies in the size, shape, and condition 
of the goods, which often cause disappointment.

 
No The Information About Product Consumer Complaints Description

1 The seller 
p r o v i d e d 
incomplete 
i n f o r m a -
tion, which 
c o n f u s e d 
consumers. 
When the 
goods arrive, 
they differ 
from what 
is described, 
or there is 
d a m a g e . 

4Sinaga, Jaya Setiawan, dan Yosman Leonard Silubun. “Jual Beli Barang Rekondisi Pada E-Commerce Ditinjau Dari 
Undang-Undang Nomor 8 Tahun 1999 Tentang Perlindungan Konsumen.” Jurnal Analisis Hukum, vol. 7, no. 2, 2024, hlm. 
160–169.

5Mulyadi, Ahmad. “Legal Protection for Consumers in Online Sale Transactions.” Unram Law Review (ULREV), vol. 7, 
no. 2, 2023, pp. 123–135.
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2 The goods 
do not match 
the descrip-
tion given 
by the seller.

3 The good’s 
quality does 
not meet the 
buyer’s ex-
p e c t a t i o n , 
which makes 
consumers.

4 The descrip-
tion does 
not match 
the product 
when it ar-
rives, which 
makes con-
sumers dis-
appoint-ed.
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5 The goods 
do not match 
the prod-
uct, and the 
product is 
d a m a g e d 
when it ar-
rives, which 
can make 
c o n s u m e r s 
feel disap-
p o i n t - e d .

6 The goods 
does not 
match the 
description 
given by 
the trader 
to the con-
sumer which 
makes con-
sumers dis-
app oint-ed

7 The store is 
not trustwor-
thy, or not 
careful when 
s h i p p i n g 
the goods
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8 The store is 
not trust-
w o r t h y . 
The goods 
does not 
match the 
description

9 The goods 
do not match 
the descrip-
tion given cv 

Sumber: Data penelitian, 2024

Table.1 shows data on misinformation during online transactions. In Figure 1, there is a lack 
of information in the description of the goods, where consumer comments note problems such 
as the red light on the T.V. flashing, the T.V. being challenging to turn back on, and the T.V. 
always turning off when turned on for a while. Furthermore, Figure 2 shows the discrepancy 
between the description of the goods and the goods received by consumers, which adds to 
consumer dissatisfaction. Figures 3 and 4 show consumer disappointment related to the goods 
received. The goods received by consumers have problems, such as damaged goods and goods 
that do not function or are dead and do not match the brand in the seller’s description. Figure 5 
shows consumers’ disappointment because the goods do not function or match the description. 
Figure 6 shows the seller’s lack of description. The goods the consumer receives are second-
hand goods, and some of those purchased do not work. Figures 7 and 8 show a discrepancy 
between the description of the goods the seller promoted and the goods the consumer received. 
The goods have problems such as needing to be fixed as they should. Finally, Figure 9 shows 
that consumers pay less attention to the description given by the seller.
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There are at least four patterns of misinformation about goods during online transactions, 
and consumers complain about the goods ordered when shopping online; first, Figures 1, 3, 
and 4 indicate a lack of description given by the seller in the item description. In Figures 
2, 5, and 6, there is evidence of forgery or lies from the seller, with the goods sent not by 
the information provided in the item description. Figures 7 and 8 show consumer complaints 
regarding the discrepancy between the promotional narrative and the goods received. These 
three things provide a clear picture of misinformation during online transactions. Finally, in 
Figure 9, where consumers feel that the goods that arrive are different than expected, this 
happens because consumers pay less attention to the description given by the seller.
Consumer Use of the Right of Khiyar

The Right to Khiyar is given to consumers to choose between the product to be purchased 
and the transaction or cancel it if there is a discrepancy between the promised product. In 
online shopping practices, some consumers take advantage of this right when they trust a 
store with quality that can be trusted, but sometimes the opposite happens. Mismatches in the 
products received, such as differences in quality, color, or size, often disappoint consumers.6 
In addition, inaccurate product reviews or descriptions are also one of the leading causes of 
consumer dissatisfaction. Sometimes, consumers need more time to check the goods before 
the khiyar period ends, so they have difficulty making claims. This emphasizes the importance 
of transparency in product descriptions and clear return policies in maintaining consumer trust 
in the digital era. 

No The Cutomers The Product
The Use 

of Khiyar 
Right

Interview Result

1 Khazahayunisa1704 TV Yes There were five stores 
that I visited to buy a 
TV, and I was interested 
in buying at this store 
because of the 1-month 
warranty and the lower 
price of the TV, but when 
the item arrived it was not 
as expected, and when I 
wanted to return it there 
was a lack of response.

2 Asry3388 Portable Speak-
er

No When I wanted to buy 
this portable speaker, I 
was interested because of 
the complete description, 
but when the item arrived, 
it was not as described.

6  Arief, Rifky Pratama. “Hukum Perlindungan Konsumen atas Barang yang Tidak Ses-
uai dengan Gambar pada Transaksi di Marketplace.” Unes Law Review 6.2 (2023): 4953-4963.
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3 Uifudm369 HF JBL-01 Yes When I was looking 
for this product, I saw six 
shops that visited. Still, 
I was more interested in 
this shop because it had a 
complete description and 
good consumer product 
ratings, but when the 
goods arrived they were 
suitable but unreliable 
. The goods I got were 
damaged or didn’t work.

4 Lesinyaedi Omickoom66 
Otomatic Iron 

No When I wanted to 
buy this product, I didn’t 
visit other stores because 
I was interested in this 
store. After all, the price 
was cheaper and more 
affordable.

5 Rikaayuliasputeri Blender No I was interested in 
buying this product 
because of the complete 
description, good 
consumer product 
ratings, and the 2-month 
warranty. Still, when I 
purchased it, the product 
was damaged, and when 
I wanted to return the 
item, the seller had many 
requirements.

6 71108lilis Handphone Yes When I bought this 
product, I looked at 
several stores, but I was 
more interested in this 
store because of the 
complete description 
and warranty. When the 
package arrived, the 
cellphone I bought was a 
different brand.
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7 K****y Microfon Lapel No When I bought this 
product, I was attracted 
by the cheap price, and 
my mistake was not 
reading the detailed 
description given when 
the item arrived, the item 
had no brand, and did not 
work, and when I wanted 
to return the item, it was 
rejected.

8 Budinagraha2666 Micro USB Yes I bought my 
MicrousbUSB. I saw four 
stores visited to see good 
quality products, and I was 
interested in purchasing 
products here because of 
the clear description and 
good consumer product 
assessments. When the 
product arrived, the goods 
were as expected but the 
quality was lacking, such 
as frequent scratches.

9 Gregoilisibiy Micrusb USB Yes When I bought 
the product I looked 
at six shops but was 
more interested in this 
shop because of the 
complete description 
and assessment of the 
consumer product which 
made me curious but 
when I bought it. The 
goods arrived the goods 
were not suitable and not 
suitable for use.
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10 Er7bgtgh-o Fan Yes When I was going to 
buy this fan, there were 
3 stores that I visited to 
see whether the product 
was good. After I saw the 
Ibfone*** store, I was 
interested in buying a fan 
product here I looked at 
the complete description, 
specifications, and good 
consumer product ratings. 
Still, when my product 
arrived, it was not the 
right size, five inches. As 
far as I know, five inches 
is big, but when it arrived, 
it was tiny.

Source: The customer interview result, 2024

The table above shows how consumers use or do not use the right of Khiyar. In the second 
column are the names of consumers who use and do not use the right of Khiyar; in the third 
column, there are types of electronic goods purchased by consumers. The fourth column 
contains information about whether or not the consumer uses his right of Khiyar, and the fifth 
column contains information about the indicators of whether or not the consumer uses the 
right of Khiyar. The indicator of using his right of Khiyar or not is if, in the fifth column, the 
consumer only compares or visits stores where he buys. The indicator of the consumer using 
his right of Khiyar is that he visits more than one store for the goods he wants to buy. 

The majority of the data trends above show that six out of ten consumers use their right of 
Khiyar, while four consumers do not. In other words, the percentage of consumers who use or 
do not use their right of Khiyar is 60:40 %.
Normative Concept of Consumer Protection 

In the following table, the researcher will explain the norms related to consumer protection 
that are used as a reference or used as a reference in regulating consumer rights that must be 
protected.
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Regulation The Article Naration Regulation’s Point
Undang-Undang Re-
publik Indonesia No-
mor   8  Tahun  1999

Tentang Perlindungan 
Konsumen 

Bab III Hak Dan Ke-
wajiban bagian Per-
tama Hak Dan Kewa-
jiban Konsumen

Pasal 4

Hak konsumen adalah:
a. hak atas kenyamanan, keamanan, 

dan keselamatan dalam 
mengkonsumsi barang dan/atau 
jasa.

b.hak untuk memilih barang dan/
atau jasa serta mendapatkan 
barang dan/atau jasa tersebut 
sesuai dengan nilai tukar dan 
kondisi serta jaminan yang 
dijanjikan.

c. hak atas informasi yang benar, 
jelas, dan jujur mengenai kondisi 
dan jaminan barang dan/atau 
jasa.

d. hak untuk didengar pendapat dan 
keluhannya atas barang dan/atau 
jasa yang digunaka.

e. hak untuk mendapatkan 
advokasi, perlindungan, dan 
upaya penyelesaian sengketa 
perlindungan konsumen secara 
patut.

f. hak untuk mendapat pembinaan 
dan pendidikan konsumen.

g. hak untuk diperlakukan atau 
dilayani secara benar dan jujur 
serta tidak diskriminatif.

h. hak untuk mendapatkan 
kompensasi, ganti rugi dan/atau 
penggantian, apabila barang dan/
atau jasa yang diterima tidak 
sesuai dengan perjanjian atau 
tidak sebagaimana mestinya.

i. hak-hak yang diatur dalam 
ketentuan peraturan perundang-
undangan lainnya.

Consumer rights: 
security, informa-
tion, fairness.
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Undang-Undang Re-
publik Indonesia No-
mor   8  Tahun  1999

Tentang Perlindungan 
Konsumen

Bab III Hak Dan Ke-
wajiban bagian Per-
tama Hak Dan Kewa-
jiban Konsumen

pasal 7

Kewajiban pelaku usaha adalah a. a. 
beritikad baik dalam melakukan 
kegiatan usahanya.

b. memberikan informasi yang 
benar, jelas dan jujur mengenai 
kondisi dan jaminan barang 
dan/atau jasa serta memberi 
penjelasan penggunaan, 
perbaikan dan pemeliharaan.

c. memperlakukan atau melayani 
konsumen secara benar dan jujur 
serta tidak diskriminatif.

d. menjamin mutu barang dan/atau 
jasa yang diproduksi dan/atau 
diperdagangkan berdasarkan 
ketentuan standar mutu barang 
dan/atau jasa yang berlaku.

e. memberi kesempatan kepada 
konsumen untuk menguji, dan/
atau mencoba barang dan/atau 
jasa tertentu serta memberi 
jaminan dan/atau garansi atas 
barang yang dibuat dan/atau yang 
diperdagangkan.

f. memberi kompensasi, ganti 
rugi dan/atau penggantian atas 
kerugian akibat penggunaan, 
pemakaian dan pemanfaatan 
barang dan/atau jasa yang 
diperdagangkan.

g. memberi kompensasi, ganti rugi 
dan/atau penggantian apabila 
barang dan/atau jasa yang 
dterima atau dimanfaatkan tidak 
sesuai dengan perjanjian.

Obligations of busi-
ness actors: hones-
ty, guarantee, fair-
ness.
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Undang-Undang Re-
publik Indonesia No-
mor   8  Tahun  1999

Tentang Perlindungan 
Konsumen
 Bab IV Perbuatan 
Yang Dilarang Bagi 
Pelaku Usaha Pasal 8

(1) Pelaku usaha dilarang mem-
produksi dan/atau memper-
dagangkan barang dan/atau jasa 
yang :

a. tidak memenuhi atau tidak 
sesuai dengan standar 
yang dipersyaratkan dan 
ketentuan peraturan pe-
rundangundangan;

b. tidak sesuai dengan be-
rat bersih, isi bersih atau 
netto, dan jumlah dalam 
hitungan sebagaimana 
yang dinyatakan dalam 
label atau etiket barang 
tersebut; 

c.  tidak sesuai dengan uku-
ran, takaran, timbangan 
dan jumlah dalam hitun-
gan menurut ukuran yang 
sebenarnya; 

d. tidak sesuai dengan 
kondisi, jaminan, keis-
timewaan atau keman-
juran sebagaimana dinya-
takan dalam label, etiket 
atau keterangan barang 
dan/atau jasa tersebut;

e. tidak sesuai dengan mutu, 
tingkatan, komposisi, 
proses pengolahan, gaya, 
mode, atau penggunaan 
tertentu sebagaimana din-
yatakan dalam label atau 
keterangan barang dan/
atau jasa tersebut; 

f. tidak sesuai dengan janji 
yang dinyatakan dalam 
label, etiket, keterangan, 
iklan atau promosi pen-
jualan barang dan/atau 

Prohibitions of 
business actors: 
standards, clarity, 
quality.
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Undang-Undang Re-
publik Indonesia No-
mor   8  Tahun  1999

Tentang Perlindungan 
Konsumen
 Bab IV Perbuatan 
Yang Dilarang Bagi 
Pelaku Usaha Pasal 9

(1) Pelaku usaha dilarang me-
nawarkan, mempromosikan, 
mengiklan-kan suatu barang dan/
atau jasa secara tidak benar, dan/
atau seolah-olah : 

a. barang tersebut telah me-
menuhi dan/atau memi-
liki potongan harga, har-
ga khusus, standar mutu 
tertentu,gaya atau mode 
tertentu, karakteristik ter-
tentu, sejarah atau guna 
tertentu;

b. barang tersebut dalam 
keadaan baik dan/atau 
baru; 

c. barang dan/atau jasa terse-
but telah mendapatkan 
dan/atau memiliki spon-
sor, persetujuan, perleng-
kapan tertentu, keuntun-
gan tertentu, ciri-ciri kerja 
atau aksesori tertentu; 

d. barang dan/atau jasa 
tersebut dibuat oleh peru-
sahaan yang mempunyai 
sponsor, persetujuan atau 
afiliasi; 

e. barang dan/atau jasa terse-
but tersedia; 

f. barang tersebut tidak men-
gandung cacat tersembu-
nyi; 

g. barang tersebut merupa-
kan kelengkapan dari ba-
rang tertentu; 

h. barang tersebut berasal 
dari daerah tertentu;

i. secara langsung atau tidak 
langsung merendahkan 
barang dan/atau jasa lain; 

Prohibitions on 
promotion: false in-
formation, mislead-
ing claims.
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Undang-Undang Re-
publik Indonesia No-
mor   8  Tahun  1999

Tentang Perlindungan 
Konsumen
 Bab IV Perbuatan 
Yang Dilarang Bagi 
Pelaku Usaha Pasal 
10

Pelaku usaha dalam menawarkan 
barang dan/atau jasa yang dituju-
kan untuk diperdagangkan dilar-
ang menawarkan, mempromosi-
kan, mengiklankan atau membuat 
pernyataan yang tidak benar atau 
menyesatkan mengenai.
a. harga atau tarif suatu barang dan/

atau jasa.
b. kegunaan suatu barang dan/atau 

jasa.
c. kondisi, tanggungan, jaminan, hak 

atau ganti rugi atas suatu barang 
dan/atau jasa.

d. tawaran potongan harga 
atau hadiah menarik yang 
ditawarkan.

f. bahaya penggunaan barang dan/
atau jasa.

Prohibitions: mis-
leading promotion, 
incorrect informa-
tion.

Suource: JDIH Regulatory Data Base

The table data above shows that the Government is concerned about protecting consumers, 
especially in transactions in the marketplace. This protection is regulated through Law of the 
Republic of Indonesia Number 8 of 1999 concerning Consumer Protection, which emphasizes 
that consumers have the right to receive correct, transparent, and honest information regarding 
the goods or services they purchase, as well as a guarantee of comfort, security, and safety in 
using the product. The Government also gives consumers the right to receive compensation if 
the goods received do not match the agreement or expectations.

In addition, the Government regulates that business actors are required to provide accurate 
and transparent information, as well as provide a complaint mechanism and replacement of 
products that do not match. Business actors are prohibited from spreading false or misleading 
information regarding the products traded, manipulating product quality, or offering incorrect 
discounts. They must also comply with quality standards, including complete labels such as 
expiration dates, and ensure compliance with halal regulations. If a violation occurs, business 
actors must withdraw the product from circulation and stop misleading promotions. This 
emphasizes the Government’s concern for creating a safe and protected consumer marketplace 
ecosystem.

ANALYSIS AND DISCUSSION

Misinformation between merchants and consumers in online shopping has become a 
significant legal and practical issue in the digital economy. Product information discrepancies, 
price manipulation, and misleading images are common practices that harm consumers and 
violate their rights. According to Indrati, many consumers suffer financial and moral losses 
due to limited knowledge of consumer protection laws, particularly in online transactions.7 

7Indrati, F. “Perlindungan Konsumen dalam Perspektif Hukum di Indonesia.” Jurnal Hukum dan Masyarakat, 2018, pp. 
150–167.
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These findings are in line with Kakoe et al., who argue that failure to meet proper information 
standards contributes to consumer dissatisfaction and weakens trust in e-commerce.8

The study confirms that such issues directly relate to the right to obtain correct and honest 
information, as guaranteed in Article 4 of Law No. 8 of 1999 concerning Consumer Protection 
(UUPK). Furthermore, the right to compensation or replacement as regulated in Article 19 
UUPK is often not realized effectively due to weak enforcement and lack of awareness among 
consumers.

The right to khiyar, a concept originating from Islamic contract law, is also relevant in 
this context. It allows buyers to cancel a transaction if the goods received do not match 
the agreement. However, this right is not widely understood or implemented in Indonesian 
e-commerce regulations. While Law No. 8 of 1999 does not explicitly mention “khiyar”, its 
spirit aligns with the principles of transparency and fairness in consumer transactions.

Legal challenges also arise in the enforcement of these protections. The Law No. 11 of 
2008 on Electronic Information and Transactions (ITE Law) and Government Regulation No. 
80 of 2019 on Trading Through Electronic Systems (PMSE) provide the legal foundation for 
online transactions, yet they still leave gaps in ensuring consumer rights in the face of product 
misinformation. Weak oversight, as noted by Sari & Widjaja, and the absence of specific 
sanctions for dishonest online merchants further complicate the issue.9

From a doctrinal legal analysis, it is clear that although consumer rights are protected in 
principle, the lack of detailed implementing regulations for online dispute resolution and return 
procedures hinders effective legal remedies. As highlighted by Lestari & Nugroho, the absence 
of clear return mechanisms discourages consumers from exercising their rights.10

This study also reinforces previous research findings but adds a novel emphasis on the 
importance of the khiyar right in strengthening consumer protection. Unlike prior studies such 
as Nugroho, which focused more on return policies generally, this research emphasizes the 
legal-religious foundation of the khiyar principle as a vital normative concept in protecting 
consumer interests in predominantly Muslim societies like Indonesia.11

Therefore, a normative reconstruction is needed to align e-commerce practices with 
both positive legal provisions and Islamic legal values to provide comprehensive consumer 
protection. Legal reforms should focus on standardizing information disclosure obligations, 
enforcing return rights based on khiyar principles, and mandating clear, accessible complaint 
mechanisms on all e-commerce platforms.

CONCLUSION

This study reveals that misinformation in online shopping transactions, especially 
for electronic products, significantly affects consumer protection in Indonesia. Frequent 
discrepancies between product descriptions and the goods received by consumers indicate a 
lack of transparency from sellers, resulting in the erosion of consumer trust in e-commerce 
platforms. In addition, the complicated complaint mechanisms and unresponsive seller attitudes 
worsen consumer dissatisfaction and reduce access to legal remedies.

8Kakoe, Silvony, Masruchin Ruba’i, dan Abdul Madjid. “Perlindungan Hukum Korban Penipuan Transaksi Jual Beli On-
line Melalui Ganti Rugi Sebagai Pidana Tambahan.” Jurnal Legalitas, vol. 13, no. 2, 2020, hlm. 118–131.

9Sari, Dewi, dan Rudi Widjaja. “Pengawasan terhadap Penjual dalam Platform E-commerce: Studi Kasus di Indonesia.” 
Jurnal Hukum dan Masyarakat, 2021, hlm. 147–159.

10Lestari, R., dan A. Nugroho. “Evaluasi Kebijakan Pengembalian Produk pada E-commerce dan Dampaknya terhadap 
Kepuasan Konsumen.” Jurnal Riset Konsumen, no. 67, 2022, hlm. 45–59.

11Nugroho, A. “Perlunya Regulasi Ketat dalam Perdagangan Online untuk Melindungi Konsumen.” Jurnal Hukum dan 
Kebijakan, 2019, hlm. 45–60.
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From the legal perspective, this study answers the central legal issue: how is the regulation 
of consumer rights protection from misinformation governed under national law? The answer 
lies in the existence of Law No. 8 of 1999 on Consumer Protection (UUPK), which guarantees 
the right to accurate information (Article 4 letter c) and the right to compensation (Article 
19). Furthermore, Law No. 11 of 2008 on Electronic Information and Transactions (ITE Law) 
and Government Regulation No. 80 of 2019 on Trading Through Electronic Systems (PMSE) 
provide a legal framework for online transactions. However, these laws have not yet been 
implemented optimally in protecting consumers from the negative effects of misinformation, 
due to weak enforcement, low digital literacy, and lack of platform accountability.

The khiyar right, rooted in Islamic contract law, becomes an important normative reference 
that reinforces the need for a more robust return and cancellation mechanism in online shopping. 
Unfortunately, the implementation of this right is not yet accommodated explicitly in the 
current legal framework, which shows a normative gap in integrating moral-legal protections 
based on local values with existing positive law.

This study provides valuable insights for reforming consumer protection laws, especially 
regarding the standardization of product information, the strengthening of complaint-handling 
systems, and the inclusion of the khiyar principle as an alternative form of consumer remedy. 
These reforms are essential to ensure justice, trust, and legal certainty in the growing digital 
economy.

This study also acknowledges limitations in its scope and method. The qualitative approach 
provides rich, in-depth findings but limits generalizability. The sample is confined to specific 
consumer cases on select platforms, and it does not account for variables such as demographic 
differences. Therefore, future research should adopt quantitative or mixed methods with a 
broader population to obtain a more comprehensive and representative understanding of 
consumer protection from misinformation in Indonesia’s e-commerce landscape.
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